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1. Giris

1.1 Aragatnasyk diisiinjesi
1.1.1 Aragatnasyk

Aragatnasyk (latyn aragatnasygyndan, ‘“paylasmak” manysyny beryir) [1], Ozara
diistinilydn alamatlary, nysanlary we semiotik diizglinleri ulanmak arkaly manylary bir
obyektden ya-da topardan beylekisine gecirmekdir.

Ahli aragatnasyga mahsus esasy Adimler:

1) Aragatnasyk howesininl ya-da sebdbinini emele gelmegi;

2) Habaryn diiziimi (doly goérnlisde ndméni ailatmalydygyny icerki ya-da tehniki
taydan diisiindirmek);

3) Habarlary kodlamak (mysal ii¢in, sanly maglumatlara, yazmaca tekstlere,
geplesiklere, suratlara, ysaratlara we s.m.);

4) Kodlanan habary belli bir kanal ya-da gursaw ulanyp signallaryn yzygiderliligi
hokmiinde gegirmek;

5) Tebigy giiycler yaly ses cesmeleri we kibir yagdaylarda adam isjenligi (bilgesleyin
we totinleyin) iberijiden bir ya-da birnédge alyja yayrayan signallaryni hiline tisir
edip baslayar;

6) Signallarynn alynmagy we kodlanan habary alnan signallaryn yzygiderliliginden
gaytadan birlesdirilmegi;

7) Gaytadan birlesdirilen kodlanan habary sifrini agmak;

8) Yerine yetirilmeli asyl habary diisiindirmek we many bermek;



1.1.2 Protokol
Protokol, beyleki dillerin interfeys ya-da ayratynlyk diyip atlandyryp biljek diirli
manylary bolan belli bir obyekte goniikdirilen programma dilleri tarapyndan ulanylyan

termin.

1.1.3 Gatnasyk yorelgesi

Host 1 Host 2
Layer 5 protocol
R e e e i =| Layer5
)
Layer 4/5 interface !
Layer 4 protocol
Layer4 [t-=emmmmcen e cen—- =| Layer 4

Layer 3/4 interface

Layer 3 |a---=-——-c--mmmmemeee =| Layer 3
Layer 2/3 interface

Layer2 |a----emc e =| Layer 2
Layer 1/2 interface :
Layer 1 protocol
Layest § premmr et e e e =| Layer 1

Physical medium



1.1.4 Gatnasyk yorelgesi (dowamy)

Lecation A Localion B

Imformaticn
L Dulch| 3 fortha remote  Translater — > L
Tk vind ramslator & vind
2 kenijnen oo A
Iowk leuk
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protocol
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Source machine Destination machine



1.1.5 Birikdirma garsy birikdirilis ugry

Birikme- Hyzmat Mysal

goniikdirilen Ygtybarly habar akymy Sahypalaryn yzygiderliligi
Ygtybarly bayt akymy Uzakdan giris
Y gtybarsyz birikdirme Sanly ses

Birikdirme-az Y gtybarsyz datagram

Elektron gereksiz pocta

Tassyklanan datagram

Bellige alnan pocta

Jogap talaby

Maglumat bazasynyn
talaplary

1.1.6 Hyzmat baslangyc¢lary

Hyzmatlara girmek iicin ulanyjy va-da basga bir obyekt ilicin esasy amallar:

Esasy element Manysy

LISTEN Gelyin birikmi garasmagy blokirlan

CONNECT Garasyan denidesler bilen baglanysyk
gurmak

RECEIVE Gelydn habara garasmagy blokirlan

SEND Dendesinize habar ibermek

DISCONNECT .

Birikdirméani kesmek




1.1.7 Hyzmat gatnasyklary

Layerk + 1 Layerk + 1

Service provided by layer k

Protocol
Layerk S e e EE LR P P L P e R o Layerk

Layerk - 1 Layerk - 1

1.1.8 OSI salgylanma modeli

++++++
Application P HT Telnet, SHH, NFS, RTSP
- ' [ IpEs, MPEG, EBCDIC coder |

| sIp, TLS, SSL, 1SO 8327/CCATT X225,

DE, RTP, SCTR, S, AppleTalk

GMP, X25, CLNP, A
DOP, IPs PO

]

. Ethernet, Token Ring, PPP, Frame relay,
; ISDN, ATM, HOLC

[ Frame | | Media, PSTN, Repeater, DSU, CSU. Modem | [1] Frame Physical




1.1.9 TCP / IP salgylanma modeli

( Presentation )

[Sessim)

[ Transport ]

Application
GateWay
( Transport ]
Router ( = ]

( Network )

( Datalink |

Lan Carcl Bndge, Switch L2
(MAC Address)

Network

( Physical j Transcsiver, Repeater, HUB, DSU, CSU,

1.1.10 TCP / IP akym modeli

Interface

i

e
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1.1.11 Internete syn




1.2 Fiziki gatlak
1.2.1 Gegiris gursawy

e Dolandyryjylykly ge¢iris gursawy
- Biikiilen jiibiit
- Koaksial kabel
- Yagtylyk siiyiimli kabel (fiber optic)
- Magnitli gursaw
kiberhows
e Dolandyryjylyksyz geciris gursawy
® Radio yygylygy;
e Infragyzyl
e Ultrases
1.2.2 Twist Pair kabel (Senagat gysgaltmalary)

e UTP (Unshielded Twist Pair): icki kabel
e FTP (Foil Screened Twist Pair Cable): Zawod kabelleri
e STP (Shielded Twist Pair Cable): dasky kabeller licin




1.2.3 UTP we STP

o UTP

- Ortiiksiz towalanan jiibiit: (UTP)

- Towalanan jiibiit kabeli (Twisted Pair: TP), Bilelikde towalanan iki izolyasiyaly
mis simler. Birnd¢e TP dasky plastmassa Ortiik bilen izolyasiya edilendir.

o STP
- Ortiikli towalanan jiibiit: STP
In¢ce metal ekrana ortiilen TP danyly izolyasiya kabeli
1.2. 4 ISO / IEC 11801: 2002 (gosundy E)
e Ekrany bolmek (Screen (Sheild))

Overall - Doly ekran / ekran
Elements - TP Shield ekrany
O/E TP gorniisinde bellik
Sahsy ekran (Individual Shield)
- U/FTP

- Doly ekran (Overall Shield)

- F/UTP, S/UTP, SF/UTP

- Sahsy we doly ekran

- F/FTP, S/FTP, SF/FTP
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S

o

1.2.5 UTP kabel kategoriyalary

S/FTP:
Doly oriilen ekran (S),
Folga ekranynyn elementleri (FTP)

F/UTP:
Doly folga ekrany (F),
Ekransyz elementler (UTP)

SF / UTP:
Doly oriilen we folga ekrany (SF)
Ekransyz elementler (UTP)

U/UTP:
Doly ekran yok (U),
Ekransyz elementler (UTP)

P
>
o

1.2.6 UTP kabelininn kategoriyalary
TIA / EIA-568 standarty: signal zolagynyn ginligi, girizilmegin yitmegi we pasgelcilikler

Level 1 0.4 MHz Telefon we modem liniyalary

Level 2 4 MHz Onki terminal ulgamlary

Cat3 UTP 16 MHz 10BASE-T /| EIA/TTA-568
100BASE-T

Cat 4 UTP 20 MHz 16 Mbit/s, Token | Gifidden ulanylmayar
Ring

Cat5 UTP 100 MHz |[100BASE-T /| Haézirki LAN-lar {icin umumy,
1000BASE-T 155 Mbit/s ATM

Cat Se UTP, STP | 100 MHz | 1000BASE-T /| 100 metr bilen ¢éklendirilen
2.5GBASE-T

Cat 6 UTP, STP | 250 MHz |5GBASE-T/ ISO/IEC 11801 2nd Ed
10GBASE-T




Cat6A | UTP, 500 MHz |5GBASE-T/ 10GBASE-T-de doly 100M
F/UTP, 10GBASE-T aralyk
U/FTP

Cat 7 S/FTP, 600 MHz | 5GBASE-T/ Doly ortiilen kabel
F/FTP 10GBASE-T

Cat7A | S/FTP, 1000 5GBASE-T/ Dort jiibiitin dhlisini ulanyar
F/FTP MHz 10GBASE-T

Cat 8/8.1 | F/UTP, 2000 25GBASE-T/ ANSI/TIA-568-C.2-1, ISO/IEC
U/FTP MHz 40GBASE-T 11801-1:2017

Cat8.2 | S/FTP, 2000 25GBASE-T/ ISO/IEC 11801-1:2017
F/FTP MHz 40GBASE-T

1.2.7 Mesele

1.2.8.

Maglumat we aragatnasyk ministrliginin icerki (o6nki) teklipleri (2011);

Oy kabellerinifi usuly
Kategoriya 5 ii¢in 4 jiibiit ya-da has kop UTP birikdirilis porty we 2 ya-da has kop
yadroly optiki kabel

Dasary yurtlardaky teklipler (2010);

TIA 568A /1SO 11801

5E kategoriyasyna iiytgedildi

Bar bolan kategoriya 5, dine binany abatlamak / gaytadan islemek {i¢cin ulanylsa
hasaplanyar. Seyle hem, is ya-da 6y hojalygy ulanyslary ii¢in 5E ya-da has yokary
kategoriyany maslahat beryaris.

Koaksial kabel

Ayratynlyklary

Gurlus ayratynlyklary sebépli, dasardan gorag serisdesi pes, sonuinl ii¢in az tasir
edyar.

UTP kabeli sesden has giiy¢li, geciris aralygy we geciris tizligi has gowy.

Yygylyk ayratynlyklary TP-den has gowy.

Maglumatlary calt ge¢irmek yokary yygylyklarda miimkindir.
Birndge yiiz Mbit/s yokary tizlikli geciris miimkindir.
Kuwwatyn pes bolmagy.

Gorniisleri
Ince kabel
Galyn kabel



Plastiki ortilk

Metal ortilk

Merkezi vadro

| 10BASES - "Inge kabel"
A

| 10BASEZ2 - "Galyii kabel™
E—

I 10BASE-T

o
e

o

Dielektrik izolyator

1.2.9 Yagtylyk siiyiimli (Fiber optic)

e Ayratynlyklary

- Yagtylygy gecirmek {i¢in taslanylan tolkun gérniisli wolnowod.
- Zolak ginligi yokary bolany ii¢in = koplen¢ esas hokmiinde esasy programmalar

ticin ulanylyar.

- Adaty mis liniyalary bilen denesdirilende kici we yeil.

e Yagtylyk siiyiimli kabelleriii gurlusy

- Yadory: 8 um diametr
- Ortiik: 125 um

- Bufer: 250 um diametr
- Dasy: 400 pm diametr

Plastiki ortak

Yadro

Yeke Yadro



1 2 3 4

e Gorniisleri

- Bir tertipli stiylim

- Uzak aralyk

- Bir yagtylyk cesmesi

e Kop tertipli siiylim
- QGysga aralyk
- Dirli yagtylyk ¢cesmeleri we arzan birikdiriji enjamlar

e Yagtylyk siiyiimleriniii gorniisleri

- i




UTP we STP kabelleriniii arasyndaky tapawut

UTP bilen STP-in arasyndaky esasy tapawut UTP (Unshielded biikiilen jiibiit) , ses we
pyyada yorelgesini azaltmak ticin birlesdirilen simler bilen kabeldir. Munuii tersine, STP
(Shielded biikiilen jiibiit) folga ya-da tor galkany bilen cdklendirilen éwriimli jiibiit
kabel bolup, kabeli elektromagnit pasgel¢ilikden gorayar.

UTP kabelinin kesgitlemesi

Unshielded biikiilen jiibiit (UTP) kabeli hizirki wagtda ulanylyan telekommunikasiya
serigdelerinin i1 kOp yayran gorniisidir. Onuil yygylyk aralygy maglumatlary we sesi
gecirmek tigin amatlydyr. Sonun ti¢cin bular kopleng telefon ulgamlarynda ulanylyar.

Biikiilen jiibiit, owriimli konfigurasiyada iki izolyasiya gegirijisinden (kopleng mis)
ybarat. Refitk zolaklary kesgitlemek ii¢in plastik izolyasiyada ulanylyar. Mundan
basga-da, renkler kabelddki ayratyn gecirijileri hem kesgitleydr we haysy simlerin
jiibiitlere degislidigini we has uly bukjadaky beyleki jiibiitlere ndhili baglanysyandygyny
Unshielded Twisted Pair Cable gorkezyir.

Iki sim biikiilen jiibiit kabelde biikiilendir, bu bolsa dasarky
cesmeden ¢ykyan sesleri  ep-esli  azaldar. Bu yerde
giirlesyén sesimiz , iki sim paralel bolanda emele gelyir,
bu cesmé in yakyn simdiki naprya .eniye derejesinin
yokarlanmagyna, seyle hem den dil yiik we zeper yeten
signalyn doremegine sebip bolyar.

STP kabelinini kesgitlemesi

Goragly biikiilen jiibiit (STP) kabelde izolyasiya gecirijileriniii her toplumyny gursap

alyan gosmaca Oriilen tor Ortligi ya-da metal folga bar. Metal ortiik elektromagnit

sesinl aralasmagyna pisgel beryar . Seyle hem, bir zynjyryn (ya-da kanalyil) basga bir

zynjyryn (ya-da kanalyil) islenmeydn tdsiri bolan pyyada yorelgesi diyilydn hadysany
yok edip biler.

Shielded Twisted Pair Cable Bir setir (antennany kabul etmegin bir gorniisi
hokmiinde) basga bir ¢yzykdan gidyan signallaryn
kabirini alanda (antenna ibermegin bir gorniisi

_ ’ hokmiinde) yiize ¢ykyar. Bu tasir, telefon arkaly
v ~ sohbetdeslik wagtynda fonda basga geplesikleri esidip
bolyar. Biikiilen jiibiit kabelinn her jiibiitini goramak,

pyyada yorelgesinii kopiisini yok edip biler.

STP menzes hil faktoryna eyedir we UTP bilen birmenzes birikdirijileri ulanyar, yone
galkan yere birikdirilmeli .

UTP we STP kabellerininn arasyndaky esasy tapawutlar

1. UTP we STP biikiilen jiibiit kabelin gorniisleri, bu yerde UTP yapylmadyk gorniis,
STP goralyan bolsa, munuii {i¢in metal folga ya-da oriilen mesh ulanylyar.



2. UTP simlerinn paralel tertibi bilen denesdirilende pyyada yorelgesini we sesini
peseldyar, yone kin bir dil. Munun tersine, STP pyyada yorelgesini, sesini we
elektromagnit pasgelciligini ep-esli azaldar.

3. UTP kabelleri anisatlyk bilen gurulyar, STP kabellerini gurmak kyn bolsa, kabeller
has uly, agyr we berk bolyar.

4. UTP kabellerinde toprak basmak hokman dél. Munui tersine, STP kabelleri topragy
talap edydér.

5. UTP kabelleri arzan, STP kabelleri gosmaca material we Oniimgilik sebdpli
deniesdirilende gaty gymmat.

6. STP kabelleri, elektromagnit pasgel¢iligin 6niini alyan we gliyclendirilen tizlikde
maglumatlary gecirmédge miimkingilik beryédn egrilen sim jiibiitlerini gursap alyan
metal folga bilen gurlan geciriji galkany 6z icine alyar. Munun tersine, UTP
maglumatlary ge¢irmegin az tizligini iipjiin edyér.

Tema: Ethernet name?

Ethernet, simli yerli ulgamda ( LAN ) ya-da gin meydanda (WAN) enjamlary birikdirmek
ticin adaty tehnologiya. Enjamlara diizgiinlerini ya-da umumy tor dilinin protokoly arkaly
biri-biri bilen aragatnasyk saklamaga miimkingilik beryér.

Ethernet, sol bir LAN ya-da uniwersitet sdher¢esinddki beyleki enjamlar maglumaty
tanap, kabul edip we gaytadan isldp biler yaly, tor enjamlarynynt maglumatlary néhili
formatlayandygyny we iberilmegini suratlandyryar. Ethernet kabeli, maglumatlaryn
gidyan fiziki, kodlanan simidir.

Geografiki taydan lokallagdyrylan tora girmek ii¢in simleri ulanyan birikdirilen enjamlar
- simsiz birikménin yerine - Ethernet-1 ulanmagy dhtimal. Kédrhanalardan oyungylara
cenli diirli ahyrky ulanyjylar ygtybarlylygy we howpsuzlygy 6z i¢ine alyan Ethernet
birikmesinin artykmaclyklaryna bil baglayarlar.

Simsiz LAN (WLAN) tehnologiyasy bilen denesdirilende, Ethernet adatca
bokdengliklere has az sezewar bolyar. Seyle hem, simsiz tehnologiya garanyiida tor
howpsuzlygy we gozegciligi has yokary derejani hodiirldp biler, sebédbi enjamlar fiziki
kabel arkaly birikdirilmelidir. Bu, dasarky adamlara tor maglumatlaryna girmegi ya-da
ygtyyar berilmedik enjamlar ti¢in gegiris ginligini ogurlamagy kynlasdyryar.

Ethernet nime iicin ulanylyar?

Ethernet enjamlary torda birikdirmek ti¢cin ulanylyar we henizem tor birikmesinin meshur
gorniisidir. Belli bir guramalar tarapyndan ulanylyan yerli ulgamlar ii¢in - kompaniyanyn
ofisleri, mekdep sdherceleri we hassahanalar ti¢in - Ethernet yokary tizligi, howpsuzlygy
we ygtybarlylygy ti¢in ulanylyar.

Ethernet ilki bilen IBM-in token halkasy yaly dowriin basdeslik tehnologiyasy bilen
deniesdirilende arzan bahasy sebdpli meshur boldy. Tor tehnologiyasy &senson,
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Ethernet-in  0smegi we has yokary oOndirijilik ukyby, onun meshurlygyny {ipjiin
etdi. Ethernet, ewolyusiyanyn dowamynda yza gabat gelyanligi saklady.

Ethernet-in asyl sekuntda 10 megabit 1990-njy yyllaryn ortalarynda on esse artyp, 100
Mbit / s boldy. Elektrik we elektronika inersenerleri instituty (IEEE) yzygiderli
tazelenmeler bilen Ondiirijiligin yokarlanmagyny dowam etdiryér. Ethernet -in hézirki
wersiyalary sekuntda 400 gigabayt (Gbit / sek) ¢enli amallary goldap biler.

Ethernet-in artykmaclyklary we kemcilikleri

Ethernet-in ulanyjylar {icin kop peydasy bar, sonui iiginem seyle meshur boldy. Seyle-de
bolsa, birnd¢e kemgilikleri hem bar.

Ethernet-in artykmaclyklary

denesdirilende arzan;

yza gabat gelmek;

kopleng seslere ¢cydamly;

maglumatlary ge¢irmegin gowy hili;

tizlik;

ygtybarlylyk; we

umumy gorag diwarlary yaly maglumat howpsuzlygy ulanylyp bilner.

Ethernetin kemgilikleri

kici we gysga aralyk torlary li¢in niyetlenendir;

cakli hereket;

has uzyn kabellerini ulanylmagy pyyada yorelgesini doredip biler;

real wagt ya-da interaktiw programmalar bilen gowy islemeyar;

traffigin kopelmegi bilen tizlik azalyar;

kabul edijiler maglumat paketlerinini kabul edilendigini kabul etmeyérler; we

Haysy kabelin ya-da diiwiinin meseld sebdp bolyandygyny anyklamak {i¢in
ndsazlyklary diizetmek kyn.

Ethernet vs. Wi-Fi

Wi-Fi tor birikmesinii i1 meshur gorniisidir. Ethernet yaly simli  baglanysyk
gorniislerinden tapawutlylykda, fiziki kabelin birikdirilmegini talap etmeyir. Munun
yerine maglumatlar simsiz signallar arkaly iberilyar.

Ethernet we Wi-Fi birikmelerinin arasyndaky tapawutlar
Ethernet birikmesi

e maglumatlary kabelin iistiinden geciryar;

e fiziki kabelinl zerurlygy yaly ¢ékli hereket;

e Wi-Fi-dan has tizlik, ygtybarlylyk we howpsuzlyk;
o yzygiderli tizlik;
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e maglumatlary sifrlemek hokman dél;
e asaky gijd galmak; we

e has ¢ylsyrymly gurnama prosesi.
Wi-Fi birikmesi

e maglumatlary kabelini iistiinden dil-de, simsiz signallaryn {isti bilen geciryér;
e simlerin zerurlygy sebépli has gowy hereketlilik;

e FEthernet yaly ¢alt, ygtybarly ya-da ygtybarly dil;

e has amatly - ulanyjylar islendik yere internete birigip bilyarler;

e gabat gelmeyan tizlik - Wi-Fi signal pasgelgiligine yykgyn edyar;

e maglumatlary sifrlemegi talap edyar;

e Ethernet-den has yokary gija galmak; we

e has yonekey gurnama prosesi.

Ethernet-in isleysi

IEEE, IEEE 802.3 diylip atlandyrylyan tlniiler masgalasynda, Ethernet protokolynyn

Acyk ulgamlar 6zara baglanysygy ( OSI ) modelinde 1-nji gatlak (fiziki gatlak) we 2-nji
gatlak (maglumat baglanysyk gatlagy) degyandigini kesgitleyar.

Ethernet gecirisin iki birligini kesgitleyar: paket we carcuwa. Carguwada asakdakylar
yaly berilydn maglumatlaryn yiik goterijiligi hem bar:

o wirtual LAN (VLAN) belligi we hyzmatyn hili (QoS) maglumat; we

e geciris meselelerini yiize ¢ykarmak {i¢in yalitys diizedis maglumatlary.

Her ramka, baglanysygy gurmak we car¢uwanyn nirede baslanyandygyny bellemek {i¢in
birnd¢e bayt maglumatlary 6z i¢ine alyan paket bilen ortiilendir.

Kseroksyn inersenerleri ilkinji gezek 1970-nj1 yyllarda Ethernet-1 Osdiirdiler. Ethernet
ilki koaksial kabellerif tistiinden isledi Irka Ethernet, kop sanly
enjamy konsentratorlaryii listi bilen tor segmentlerine birikdirdi - tor maglumatlaryny
dasamak ii¢in jogapkar 1-nji gatlak - ya-da dayza zynjyryny ya-da yyldyz topologiyasyny
ulanyp. Hézirki wagtda adaty Ethernet LAN-da biikiilen jiibiit kabellerin ya-da siiytimli
optiki kabelin ayratyn bahalary ulanylyar.

Bir merkezi paylasyan iki enjam bir wagtyil 6ziinde maglumatlary gegirmége synanyssa,
paketler ¢aknysyp, birikmek meselesini doredip biler. Bu sanly ulag dyknysyklaryny
yenillesdirmek ticin IEEE, “Collision Detection” (CSMA / CD) protokoly bilen “Carrier
Sense Multiple Access” -1 doretdi. Bu teswirnama enjamlara tize yaylym baslamazdan
ozal berlen setirint ulanylyandygyny ya-da yokdugyny barlamaga miimkingilik beryér.
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Son bolsa, Ethernet konsentratorlary esasan tor wyklvucatellerine vol acdy . Bir merkez
tor segmentindidki nokatlaryn arasynda tapawutlandyryp bilmeyindigi sebépli, A
nokatdan B nokadyna goni maglumat iberip bilmeyir. Mununi yerine, hagan-da bir tor
enjamy giris portunyn {isti bilen gegiris iberende, merkez maglumatlary gogiirip alyar we
hemmelere paylayar. elyeterli ¢ykys portlary.

Munuii tersine, wyklyucatel haysydyr bir porty difie set segmentindiki islendik yaylymyn
gociirmesini dél-de, difle enjamlary iigin niyetlenen traffigi ansatlyk bilen iberyar,
seylelik bilen howpsuzlygy we netijeliligi yokarlandyryar.

Beyleki tor gorniisleri yaly, Ethernet-e birikmek ii¢in ¢ekilen kompyuterlerde tor
interfeys kartasy (NIC) bolmaly.

1.2.10 Zynjyryi kommutasiyasyna garsy paket kommutasiyasy (marsrutizasiya)
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1.2.11 Habaryn ugruny iiytgetmek
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1.2.12 Denesdirme

Zynjyryn kommutasiyasy

Paket kommutasivasy

Cagyrys sazlamasy Gerekli Gereksiz
Bolniip ayrylan fiziki yol Hawa Yok

Her paket sol bir ugra|Hawa Yok
eyervar

Paketler tertipli gelyéar Hawa Yok
Wyklyucatelin  ndsazlygy | Hawa Yok
oliime sebdp bolyar

Elveterli geciris ginligi Fiksirleme Dinamiki
Durgunlyk yiize ¢ykyp | Gurnama wagty Her paketde
biler

Potansial  gereksiz  sarp | Hawa Yok
edilen lentanyn ini

Gecirimi  saklamak  we | Yok Hawwa
gecirmek

Durulyk Hawa Yok
Zaryad bermek Bir minutda Her paketde

1.2.13 Kanal ¢ékleri

e Nyquist ¢ékleri —» ADC / DAC

e Sessiz kanal ii¢in

2H log2 V

e H - kanal lentasynyn ginisligi (Hz-de)
e V -signalyn ayry-ayry derejelerinii sany

e Sannon cakleri
- Sesli kanal iigin

H log2 (1+S/N)

e H — lenta ginligi

e S/N signal-ses mogberi

1.3 Kanal derejesi

1.3.1 Kanal derejelerinini funksiyalary

e Tor gatlagyna hyzmat interfeysini lipjiin etmek




e (egiris lintyalary bilen is salysmak
e Maglumat akymyny kadalasdyrmak
e Hayal kabul edijiler, ¢alt iberijiler tarapyndan basylmayar.

1.3.2 Doredis zerurlygy

Tatlaﬂjﬁ sanﬁ Bir ala<t\

(a}25[1l2[3|4L5[5[?Ja[9&310[112[3[4[515]3|?[algjo]1[2[3!

A
b W

Carcuwa 1 Garsuwa 2 Garcuwa 3 Carcuwa 4
5 alamat 5 alamat 8 alamat 8 alamat
Error

w)[s|1]2|3]4|7]6]|7|8|9]|8|o]1]|2]|3|a|s5]|6|8|7]|8]e]|0]1]|[2]3]

LS 1% ]

, P Hazirki alamatlaryii
(Nadogry) sany

Carcuwa 1

1.3.3 Personajlaryn carcuwasy

e FLAG baytlary bilen boliinen ¢arguwa
e Doldurylmazdan ozal we son bayt yzygiderliliginiii dort mysaly

- FLAG alamaty
- ESC alamaty
FLAG | sézbasy Yitk meydancasy Treyler |FLAG
(a)
alamatiar Doldurylandan son
A ||FLAG|| B — | A ESC | |[FLAG|| B
A ESC B —_ | A ESC | |ESC B

A ESC||FLAG|| B |—==| A ESC | |ESC | | ESC | |FLAGI| B

A ESC | | ESC B — | A ESC | | ESC | | ESC | | ESC B

(k)

1.3.4 Bit carcuwasy (X.25)

e Asyl maglumatlar
e Sectirde gorkezilisi yaly maglumatlar



111111 — FLAG

e Maglumatlar yitirilenden son kabul edijiniii yadynda saklanyar

@) 011011111111111111110010

(b)y011011111011111011111010010

1

Doldurylan bitler

¢) 011011111111111111110010

1.3.5 Yaliiyslygy kesgitlemek kodlary

e Polinom kodunyi barlag jemi

Garguwa: 11070711011
Generater: 10011
4 nol bit gesulandan sonraky habar: 11010110110000

1100001010
10011[11010110110000
100611

Gegirilen garguwa: 110101107111110

1.4 Maglumat birikdirmesi gatlagynyn protokollary

1.4.1 Protokolyn kesgitlemeleri



#define MAX_PKT 1024 /* determines packet size in bytes */

typedef enum {false, true} boolean; /* boolean type */
typedef unsigned int seq_nr; /* sequence or ack numbers */
typedef struct {unsigned char data[MAX_PKT];} packet;/* packet definition */
typedef enum {data, ack, nak} frame_kind; /* frame_kind definition */
typedef struct { /* frames are transported in this layer */
frame_kind kind; /* what kind of a frame is it? */
seq_nr seq; /* sequence number */
seq_nr ack; /* acknowledgement number */
packet info; /* the network layer packet */

} frame;



1.4.2 Protokolyn kesgitlemeleri (dowamy)

/* Wait for an event to happen; return its type in evenl. */
void wait_for_event(event_type *event);

/* Fetch a packet from the network layer for transmission on the channel. */
void from_network_layer(packet *p);

/* Deliver information from an inbound frame to the network layer. */
void to_network_layer(packet *p);

+ Go get an inbound frame from the physical layer and copy ittor. #/
void from_physical_layer(frame *r);

/* Pass the frame to the physical layer for transmission, */
void to_physical_layer(frame *s);

/* Start the clock running and enable the timeout event. */
void start_timer(seq_nr k);

/* Stop the clock and disable the timeout event. */
void stop_timer(seq_nr k);

/* Start an auxiliary timer and enable the ack _timeoutevent, */
void start_ack_timer(void);

/* Stop the auxiliary timer and disable the ack_timeout event. */
void stop_ack_timer(void);

/= Allow the network layer lo cause a network_layer_ready event. */
void enable_network_layer(void);

/= Forbid the network layer from causing a network_layer_ready event. */
void disable_network_layer(void);

/* Macro inc is expanded in-line: Increment k circularly. */
#define inc(k) if (k < MAX_SEQ) k=k + 1;else k=0

1.4.3 Baslangy¢c maglumatlary gecirmek protokollary
e (iklendirilmedik yonekey protokol

e Yonekey dur we garas protokoly
e (Gliwwiildili kanal {i¢in yonekey protokol

1.4.4 Caklendirilmedik yonekey protokol



typedef enum {frame arrival} event type;
#include "protocol.h”

void sender1(void)

{

frame s; /* buffer for an outbound frame */
packet buffer; /= buffer for an outbound packet +/
while (true) {
from_network_layer(&buffer); /* go get something to send */
s.info = buffer; /* copy it into s for transmission */
to_physical_layer(&s); /* send it on its way */
/ * Tomorrow, and tomorrow, and tomorrow,

Creeps in this petty pace from day to day
To the last syllable of recorded time

- Macbeth, V, v =/

}
void receiver1(void)
{

framer;

event_type event; /= filled in by wait, but not used here */

while (true) {

wait_for_event(&event); /* only possibility is frame_arrival */

from_physical_layer(&r); /* go get the inbound frame */
to_network_layer(&r.info); /* pass the data to the network layer */

}
}

1.4.5 Yonekey dur we garas protokoly

typedef enum {frame_arrival} event_type;

#include "protocol.h”

void sender2({void)

{
frame s; /= buffer for an outbound frame */
packet buffer; /= buffer for an outbound packet */
event_type event; /* frame_arrival is the only possibility */

while (true) {
from_network_layer(&buffer); /* go get something to send */

s.info = buffer; /* copy it into s for transmission */
to_physical_layer(&s); /* bye bye little frame */
wait_for_event(&event); /* do not proceed until given the go ahead */



void receiver2(void)
{
framer, s;
event_type event;
while (true) {
wait_for_event(&event);
from_physical_layer(&r);
to_network_layer(&r.info);
to_physical_layer(&s);

/* buffers for frames =/
/* frame_arrival is the only possibility */

/* only possibility is frame_arrival */

/* go get the inbound frame */

/* pass the data to the network layer */

/* send a dummy frame to awaken sender */

1.4.6 Giiwwiildili kanal iicin yonekey protokol

/* Protocol 3 (par) allows unidirectional data flow over an unreliable channel. +/

#define MAX_SEQ 1

/* must be 1 for protocol 3 */

typedef enum {frame_arrival, cksum_err, timeout} event_type;

#tinclude "protocol.h”
void sender3(void)

seq_nr next_frame_to_send,
frame s;

packet buffer;

event_type event;

next_frame_to_send = 0;
from_network_layer(&buffer);
while (true) {
s.info = buffer;
s.seq = next_frame_to_send;
to_physical_layer(&s);
start_timer(s.seq);
wait_for_event(&event);
if (event == frame_arrival) {
from_physical_layer(&s);
if (s.ack == next_frame_to_send) {
stop_timer(s.ack);
from_network_layer(&buffer);
inc(next_frame_tc_send);

/* seq number of next outgoing frame */
/* scratch variable */
/* buffer for an outbound packet */

/* initialize outbound sequence numbers +/
/* fetch first packet */

/+ construct a frame for transmission */
/* insert sequence number in frame */

/* send it on its way */

I/« if answer takes too long, time out */

/* frame_arrival, cksum_err, timeout #/

/+ get the acknowledgement */
/* turn the timer off #/

/*+ get the next one 1o send */
/* invert next_frame_to_send +/



1.4.7 Giiwwiildili kanal ii¢cin yonekey protokol (dowamy)

void receiver3(void)

{

seq_nr frame_expected,;
frame r, s;
event_type event;

frame_expected = 0;
while (true) {

wait_for_event(&event); [+ possibilities: frame_arrival, cksum_err */
if (event == frame_arrival) { /* a valid frame has arrived. */
from_physical_layer(&r); /* go get the newly arrived frame */
if (r.seq == frame expected) { /* this is what we have been waiting for. »/
to_network_layer(&r.info); /* pass the data to the network layer */
inc(frame_expected); /* next time expect the other sequence nr
}
s.ack = 1 - frame_expected,; /* tell which frame is being acked */
to_physical_layer(&s); /* send acknowledgement */

1.4.8 Siiysyian penjire protokollary

e Bir bitli siiysyén penjire protokoly
e (o Back N ulanyp, sliysyan penjire protokoly
e Saylanyp gaytadan synanysmak arkaly siiysyén penjire protokoly

Iberiji 7., 0 ¥, 0 7.0 :
6 16 16 1 6 1
5 2 s 2 5 z 5 2
4 3 4 3 4 3 4 3
Kabul ediji
7.0 7o, @ 7.0 7.0
“ ' 18 18 1 8 1
5 2 s 2 5 2 5 2
4 8 4 8 4 8 a 3

(=) (b} (=) {d)

1.4.9 Bir bitli siiysyin penjire protokoly



/* Protocol 4 (sliding window) is bidirectional. */

#define MAX_SEQ 1

/* must be 1 for protocol 4 */

typedef enum {frame_arrival, cksum_err, timeout} event_type;

#include "protocol.h"
void protocol4 (void)

{
seq_nr next_frame_to_send;
seq_nr frame_expected;
framer, s;
packet buffer;
event_type event;

next_frame_to_send = 0;
frame_expected = 0;
from_network_layer(&buffer);
s.info = buffer;

s.seq = next_frame_to_send;
s.ack = 1 - frame_expected,;
to_physical_layer(&s);
start_timer(s.seq);

/* 0 or 1 only */

/* 0 or 1 only */

/* scratch variables */

/* current packet being sent */

/* next frame on the outbound stream */
/* frame expected next */

/* fetch a packet from the network layer =
/* prepare to send the initial frame */

/* insert sequence number into frame */
/* piggybacked ack */

/* transmit the frame */

/* start the timer running */

1.4.10 Bir bitli siiysyéin penjire protokoly (dowamy)

while (true) {
wait_for_event(&event);
if (event == frame_arrival) {
from_physical_layer(&r);

if (r.seq == frame_expected) {
to_network_layer(&r.info);
inc(frame_expected);

)

if (r.ack == next_frame_to_send) {

stop_timer(r.ack);

from_network_layer(&buffer);

inc(next_frame_to_send);

}

s.info = buffer;
s.seq = next_frame_to_send;
s.ack = 1 — frame_expected;
to_physical_layer(&s);
start_timer(s.seq);
}
}

/* frame_arrival, cksum_err, or timeout */
/* a frame has arrived undamaged. */
/* go get it */

/* handle inbound frame stream. */
/* pass packet to network layer */
/* invert seq number expected next */

/* handle outbound frame stream. */
/* turn the timer off */

/* fetch new pkt from network layer */
/* invert senderis sequence number */

/* construct outbound frame */

/* insert sequence number into it */

/* seq number of last received frame */
/* transmit a frame */

/* start the timer running */

1.4.11 Bir bitli siiysyin penjire protokoly (dowamy)
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1.4.12 Go Back N ulanyp, siiysyin penjire protokoly

e Alyjynyn penjiresininl dlgegi: 1

e Alyjynyn penjiresininl 6lgegi: uly
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Yaliiyghyle Maglumat baglanygyk gatlagy bilen buferlenen garguwalar
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/* Protocol 5 (pipelining) allows multiple outstanding frames. The sender may transmit up
to MAX_SEQ frames without waiting for an ack. In addition, unlike the previous protocols,
the network layer is not assumed to have a new packet all the time. Instead, the
network layer causes a nelwork_layer_ready event when there is a packet to send. */

#define MAX_SEQ 7 /* should be 2°'n — 1 #/
typedef enum {frame_arrival, cksum_err, timeout, network_layer_ready} event_type;
#include "protocol.h”

static boolean between(seq_nr a, seq_nr b, seq_nrc)

{

/* Return true if a <=b < ¢ circularly: false otherwise. */
if (((a<=b) && (b <c)) Il ((c <a) && (a <=b)) Il ((b < c) && (c < a)))
return(true);
else
return(false);

static void send_data(seq_nr frame_nr, seq_nr frame_expected, packet bufferf |)

{
/+ Construct and send a data frame. */

frame s; /* scratch variable */

s.info = buffer{frame_nr]; /* insert packet into frame */

s.seq = frame_nr; /* insert sequence number into frame */
s.ack = (frame_expected + MAX_SEQ) % (MAX_SEQ + 1):/* piggyback ack */
to_physical_layer(&s); /* transmit the frame */
start_timer(frame_nr); /= start the timer running */

1.4.13 Go Back N ulanyp, siiysyin penjire protokoly (dowamy)

void protocol5(void)

seq_nr next_frame_to_send; /* MAX_SEQ > 1; used for outbound stream */
seq_nr ack_expected; /* oldest frame as yet unacknowledged */
seq_nr frame_expected; /* next frame expected on inbound stream */
frame r; /* scratch variable */

packet bufferfflMAX_SEQ + 1]; /* buffers for the outbound stream */

seq_nr nbuffered; /* # output buffers currently in use */
seq_nri; /* used to index into the buffer array */
event_type event;

enable_network_layer(); /* allow network_layer_ready events */
ack_expected = 0; /* next ack expected inbound */
next_frame_to_send = 0; /* next frame going out */

frame_expected = 0; /* number of frame expected inbound */

nbuffered = 0; /* initially no packets are buffered */



while (true) {

wait_for_event(&event); /* four possibilities; see event_type above */

switch(event) {
case network_layer_ready: /* the network layer has a packet to send */
/* Accept, save, and transmit a new frame. */

from_network_layer(&buffer[next_frame_to_send)); /+ fetch new packet */
nbuffered = nbuffered + 1; /* expand the sender's window */
send_data(next_frame_lo_send, frame_expected, buffer)/* transmil the frame =/

inc(next_frame_to_send); /* advance sender's upper window edge */
break;

case frame_arrival: /* a data or control frame has arrived #/
from_physical _layer(&r);  /* get incoming frame from physical layer */

if (r.seq == frame_expected) {

/* Frames are accepted only in order. ~/

to_network_layer(&r.info); /* pass packet to network layer =/
inc(frame_expected), /* advance lower edge of receiver's window */

}

/* Ack nimplies n - 1, n- 2, etc. Check for this. */
while (between(ack_expected, r.ack, next_frame_to_send)) {
/* Handle piggybacked ack. */
nbuffered = nbuffered 1; /* one frame fewer buffered */
stop_timer(ack_expected); /* frame arrived intact; stop timer */
inc(ack_expected);  /* contract sender's window */
}

break;
case cksum_err: break; /* just ignore bad frames */

case timeout: /* trouble; retransmit all outstanding frames */
next_frame_to_send = ack_expected; /* start retransmitting here *»/
for (i = 1; i <= nbuffered; i++) {

send_data(next_frame_to_send, frame_expected, buffer),/* resend 1 frame */
inc(next_frame_to_send); /* prepare to send the next one */

}

if (nbuffered < MAX_SEQ)

enable_network_layer();
else

disable_network_layer();

e Programma {ipjiingiliginde birndce taymeriil simulyasiyasy
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1.4.14 Saylanyp gaytadan synanysmak arkaly siiysyin penjire protokoly

Iberiji 01234586|7 012345686|7 01234567 |0123|4567

Kabulediji | 0 1 2 3 4 5 6|7 0123456 01234567 0123|4567

(a) (b) (c) (d)
1.4.15 PPP (nokatdan nokada protokoly)

e RFC 1661: http://www.fags.org/rfcs/rfc1661.html
e Sansyz tertibin isi licin doly carguwanyn formaty

Bayt 1 1 1 1 ya-da 2 Uytgediji 2 ya-da4 1
L
1) .
Baydak Salgy Barlag Pevdal .. | Baydak
Protokol eydaly
011114410 |11111111 | 00000011 rotoko ik Barlag jemi 01111110
{f

1)

1.4.16 PPP (dowamy)

- Cyzyklary yokaryk we asak getirmek iicin yonekeylesdirilen faza
diagrammasy


http://www.faqs.org/rfcs/rfc1661.html

Dasayijy Iki tarap hem

tapyldy saylawlar barada

ylalasyarlar

\r——{ Déretmek |A—-|Ta55yldamak

[ Bozulan

Ustiinliksiz

Bes etmek |-//_| Agyk

Dagayjy
gagyrdy

LCP carcuwanyn gorniisleri

Tassyklamak isi
tistinlikli

Ustiinliksiz

Tor

Tamamlandy

NCP
‘konfigurasiyasy

Ady Ugur Beyvany

Configure-request I-R Teklip edilyan gorniisleriniii we
bahalaryii sanawy

Configure-ACK [«R Ahli gorniisler kabul edildi

Configure-NAK I«<R Kéabir gorniisler kabul
edilmevar

Configure-reject IR Kébir gorniisler barada giirlesip
bolmayar

Terminate-request I-R Setiri yapmagyn talaby

Terminate-ACK [<R Bolyar, setir yapylyar

Code-reject I<R Nabelli talaplar alyndy

Protocol-reject <R Nabelli protokoly talap edildi

Echo-request [-R Bu carcuwany yzyna
ibermeginizi hayys edyéris

Echo-reply I<R Ine ¢arcuwanyn arkasy

Discard-request I-R Dite bu c¢arcuwany taglan

(synag {icin)




2. MAC asaky derejesi
2.1 Funksiya
2.1.1 Mesele

Bir kanal yaylym ulgamynda birden k&p stansiya bir wagtynn 6ziinde habar ibermige
synanysanda, kanaly ulanmaga kimini hukugy bar?

Kompyuter 1 Kompyuter 2 Kompyuter 3

Kompyyter 4 Kompyuter 5

e

\/ W \/ \/

\/ i H

d BSS BSS




2.1.2 Biz hazir nirede?

-

| SOZEATY PAKET Bir paket garguwada jemlenendir
Logiki Baglanysyk Dolandyrysy

B * Tor gatlagynyh paketini garguwalar
* Tar gatlagynyhi protokeolyny kesgitleyar

< 2 maglumat baglanysyk
gatlagy
N eciya giri dolandyrysy ]
* Garguwany gérkezysr
* Garguwanyh hagyny we sofuny kelleyar
o O O < O+ N R e I O
- | I | . | | | | | | | ' | | [ Garguwa fiziki gatlakdaky
= | - NNE - ] el —_l 3 1 -

signal bilen kodlanyar

[ 1 fiziki gatlak ]

2.1.3 Kanal boliinisi
e Statiki

- FDM /TDM (quygylyk / wagt boliinisi kopeltmek)

- FDM: Radio / teleyaylym yaylymlary

- TDM: POTS (kone telefon ulgamy)

- GSM ikisini hem ulanyar (Ykjam aragatnasyk ti¢in global ulgam)

- Zolak ginlligini biderek sarp etmek we kop hereket etmek licin gowy islemezlik

e Dinamiki

- Arassa/ gasynlanan ALOHA
- Dasayjy kop girisli (CSMA) protokollaryny kesgitleyar
- Caknysyksyz protokollar (gosmaga mazmun)

2.1.4 Dinamiki kanal paylamagyn tehnologiyalary

e ALOHA protokollary
- 1.1 Arassa ALOHA
- 1.2. gasynlanan ALOHA

e CSMA

- CSMA /CD (kone ETHERNET)
- Calysmak (Tiz ETHERNET)

- Simsiz LAN-ler



2.1.5 Arassa Aloha protokollary
e Esasy pikir

e Islendik kisi isldn wagty iberip biler
- Uzniiksiz wagt modeli

e Gegirisin Ustiinlikli bolandygyny anyklan
- Sonui li¢in bize ¢caknysygy yiize ¢ykarmak ticin bir yol gerek (CD)

e (aknysykdan son
- Totinleyin wagt garasynl we sol bir carcuwany tdzeden gegirin

------



2.1.6 Arassa ALOHA protokollary (dowamy)

Gowsak dowiir = 2T
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2.1.7 Gasynlanan ALOHA
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2.2 CSMA (Carrier Sense Multiple Access)

e Yonekey torymyzyi isleysini gowulandyrmak



e Esasy kompyuter difie iberyar
- Beyleki esasy kompyuterler tarapyndan iberilen maglumatlary hi¢ hili yagdayda
esdilenok

e (arcuwa gutarandan son
- Basga bir esas kompyuter carcuwasyny ibermédge baslamazdan ozal carcuwanyn
arasyndaky boslugynl gecmegine rugsat berilyar

2.2.1 CSMA (dowamy)
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2.2.2 Caknysygy kesgitlemek bilen CSMA (CSMA / CD)

e Bisdeslik, geciris ya-da bos yagday

Basdeslik

b yerleri

| AN

Carguwa I:I |:| I:I Carguwa |:| |:| |:| D Carguwa |:| Carguwa
5 » FiN ” J l._v_)
Gegirig dowri  pagdeslik Bog déwiir
déwri

Wagt —

2.2.3 CSMA / CD: IEEE 802.3 maglumat yoly LAN



e 8023 iilniisi, dasayjyny kesgitlemek, caknysmagy yiize ¢ykarmak yaly kop girisli
(CSMA / CD) ulanyan maglumatlar yoly LAN-daky MAC asaky gatlagynyn
isleysini kesgitleyar.

e CSMA/CD Bus LAN, adatga, Ethernet hem diyilyar.

1) Dasayjy duyusy
EA [ vems =2

2) Kop giris

2 = =

3) GCaknysyk
. L .

4) GCaknysygy yiize gykarmak (algoritmden
yza gekilmek)

~ w oot 8 ? -

;.
AN A AN JAM JAM AN JAM JAM JAM

2.2.4 CSMA / CD: Ethernet MAC asaky gatlak protokoly

Bayt 8 6 6 2 0-1500 0-46 4
£
Barmaly | Gesme 2 = Barlag
(a) yeri salgysy Gor. Maglumat Pad Joii
£
]
| S lt:l()
" B Cesme Barlag
(b) iSi:lztzlausw : ;:‘:iaf!f Sty Uz Maglumat Pad Saitia
(44

2.2.5 MAC salgysy

e OUI IEEE tarapyndan kesgitlenyéar
e Her tor karty ti¢in iiytgesik salgy

- 48bit (6Bayt)

- Hexadecimal




- aa: bb: cc: dd: ee: ff

2.3.4 802.11 MAC asaky gatlak protokoly
2.2.6 CSMA / CD: Ethernet MAC asaky gatlak protokoly (Dowamy)

Carcuwanyi in az uzynlygy

Guramagylyk taydan Tor iﬂtﬂl'f'l_:i‘!-
ozbolugly kesgitleyji (oul) |deolandyryjysyna (NIC)
mahaus
B hit

b7 b6 |b5 b4 b3 b2 | b1 | b0

L_ 0: Bir salgyly gegiris
1: Kop salgyly gegirig

0: Global dytgesik (OUl yerine
yetirilyar)
1: Yerli dolandyrylyar

Paket O-dan t-e-de B-de di
/ T okt \ 2
—— [ —

(a) (b)

Sea partlamasy
z-m: A-a gaydyp

2= KT

g ety (d)
caknysyk

2.2.7 CSMA / CD: Ethernet MAC asaky gatlak protokoly (Dowamy)

Kabel = 400m, geg. tizlik = 10 Mbit/sek, kopelis tizligi =2 * 10 ~ 8 m/sek
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2.2.8 CSMA / CD: Ethernet MAC asaky gatlak protokoly (Dowamy)

e MTU (Maksimum geciris boliimi)
1500 bayt

e Jumbo carcuwasy

- Yérite MTU

- Mediya gursawynyn iiytgemegi, yokary kuwwatly gecirisde artykmacglygy yok
edyéar

e 12 bosluk + 8 baslangy¢ + 14 sdzbagy + 4 trailer = 38 bayt / bukja w/o 802.1q:
97.5293%

e 12 bosluk + 8 baslangy¢ + 18 sdzbagy + 4 trailer = 42 bayt / 802.1q bilen bukja:
97.2763%

e Gegiris tizliginiil tapawudy (Gigabit Ethernet): 990,042 Mbit / s - 941,482 Mbit / s



2.3 Ethernet

Tl d
Ethecnet | byl
Port0 | “, 0" b 3l 5 Port 0
seroes L Lo
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» puva [l D
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2.3.1 Simsiz LAN-lar

ISM zolagy — senagat, ylmy, lukmangylyk

902~928 MHz 2400~2483.5 M 5725~5850 MHz
Hz

Ofki simsiz 802.11b/g 802.11a/n/ac
Bluetooth

Cordless Phone
S

Home RF
Microwave Oven

etc.



2.3.2 IEEE 802.11x

5GHz 2 4GHz
11Mbps 802.11b (DS-SS)
54Mbps 802.11a (OFDM) 802.11g (OFDM/DS-SS)

72.2/1150Mbp 802.11n (OFDM) aXb:C — a:TX,b-RX,c-stream
S 20/40 MHz

Max-6000Mb

ps

87.6/200/ 802.11ac (OFDM)
433.3/866.7 20/40/80/160 MHz
Mbps

2.3.3 802.11 protokol toplumy

! Yokarky
gatlaklar

Logiki baglanysyk dolandyrysy
Maglumat
——————————————————— » baglan.
gatlagy

MAC

agaky
gatlagy

e ey

802.11 802.11 802.11 802.11a [ 802.11b | 802.11g || Fiziki
Infrared FHSS DSsSs OFDM | HR-DSSS| OFDM gatlak




2.3.4 802.11 MAC asaky gatlak protokoly
802.11 MAC gatlagy name?

IEEE 802.11 MAC kici gatlagy , giris nokady (AP) we aralykdaky Wi-Fi stansiyalary netijeli aragatnasyk
gurup biler yaly umumy fiziki howa interfeysine girisi utgasdyrmak tcin jogapkardir .

IEEE 802.11 haysy MAC subleyeri kesgitleyar?

IEEE 802.11 iki MAC Kigi gatlagy kesgitleyar : - Paylanan utgasdyrmak funksiyasy (DCF) -
DCF simsiz LAN CSMA / CD durmusa gegirip bilmeyandigi sebapli giris usuly hékminde
CSMA / CA ulanyar. Dine asynkron hyzmaty hodurleyar.

MAC, LLC atly has yokary gatlakdan maglumatlary alyar , sozbasy we buyruk baytlaryny gosyar we
gecirmek ticin pes fiziki gatlaga iberyir. Fiziki gatlakdan maglumat alanynda tersine bolyar. Bir ramka
yalilyslyk bilen kabul edilen bolsa, MAC ony tdzeden iberip biler.

Birnidce giris dasayjy duygurlyga, kanal dawasyna we totinleyin yza ¢ekilmegine esaslanyar. Jedel

sebipli kop sanly isjen stansiyaly Wi-Fi ulgamy pes gecirijilikden we yokary gija galmakdan ejir ¢ekip
biler. IEEE 802.11e we onun ki¢i Wi-Fi Multimedia bu meseldni ¢6zmége synanysyar.

® 802.11-de MAC gatlagynyf maksady name ?

Netwaork
{Layer 3) l
N T T layers 37 data } """
Data-Link LLC |- MSDU LLC
{Layer 2)
l MSDU is encapsulated in the MPDLL. T
MAC = MPDU MSDU  |}— MAC
_________________ i ceoeeoo___MAC header and trailer are added/removed. 4
MPDU = PSDU. The PSDU is encapsulated in the PPDU.
{Pl_h '.-'Sif-31|] PLCP -— PFDU | PSDU | - PLCP
ayer
l Preamble and PHY header are added/remowved. T
010100010104 04101 0101001
PMD  fp----mmmmmmmmmmme - ——— - EREEEETEEEE PMD
Data is transmitted as bits.

MAC MSDU s we MPDU s bilen ig salysyar . CeSme: Vergeés 2015.

MAC "Orta elyeterlilige gozeggilik" diymekdir, bu esasy wezipénint umumy gursa girisi
dolandyrmakdygyny anladyar. Howa interfeysi, ahli Wi-Fi stansiyalary we giris nokady ( AP )
maglumatlary ge¢irmége synanysyan umumy gursawdyr . MAC , birndce enjamda standartda gorkezilisi
yaly serigdédni paylasyp ygtybarly aragatnasyk saklamaga miimkingilik beryan dolandyrys
mehanizmlerini durmusa gegiryér.

Resmi taydan MAC funksiyalary skanirlemegi, tanamaklygy, birlesmegi, giiyji tygsytlamagy we
bolekleri 6z icine alyar.

Maglumatlaryn hakyky isleysi barada aydylanda, MAC Data Link Layer-in ki¢i gatlagy hokmiinde
oturyar. Logical Link Control ( LLC ) ki¢i gatlagyndan MAC Service Data Unit ( MSDU ) atly
maglumatlar paketini alyar . MAC MAC Protocol Data Unit ( MPDU ) doretmek ii¢in zerur s6zbasy we
guyruk baytlaryny gosyar . MPDU sorira gegirmek tigin fiziki gatlaga iberilyar. Ters akym MAC fiziki
gatlakdan paket alanda bolup gecyar .



Wi-Fi stansiyasy AP-ni nadip tapyar we baglanysdyryar ?

Iki agys usuly bar we stansiya ya-da ikisini hem ulanmak hukugy bar:

Passiw skaner : AP tarapyndan yzygiderli iberilyan mayak ¢arcuwalaryny gozleyar . Bu ramkalarda tor barada
mohim maglumatlar bar. Aralykda birndce AP s bar bolsa, il gliyclisini saylayar. Wokzal sofira AP- a birikmage
synanysyar . Aragatnasyk, AP- ifi igleyan kanalynda bolyar .

Isjen gozlemek : belli bir AP ya-da aralykdaky islendik AP- a g6zleg hayysyny iberyar . Her nigigem bolsa, bir
ya-da birndce AP- den synag seslenmesine garasyar , ifi glycli birini saylayar we Sol AP- a birikmége
synanysyar . Ofl mayak kodlanmandygy sebipli, stansiya barlagyny dhli kanallara iberer.

802.11-de haysy kop giris shemasy ulanylyar?

MAC nokady utgasdyrmak funksiyasy ( PCF ) ya-da paylanan utgasdyrmak funksiyasy ( DCF )
ulanyar. Ikinjisi senagatda has gifiden yayrandyr we “ Carrier Sense Multiple Access” bilen
caknysykdan gaca durmak ( CSMA / CA ) ulanyar .

CSMA / CA- nyn adyndan gorniisi yaly iki bolek bar :

Dasayjy duygurlygy: Wi-Fi stansiyalary ilki bilen howa interfeysini duymalydyrlar. Difie kanal belli bir wagt Ugin
bos bolsa (dowamlylygy DIFS ), olar iberip bilerler. DIFS DCF InterFrame Aralygy afiladyar .

Caknysykdan gaga durmak : Kanal is$ bilen meggullanyan yaly duyulsa, stansiya DIFS dowamlylygy Ggin

mugt garasyar, gegmezden ozal totdnleyin garasyar. Bu totanlik, iki garasylyan stansiyanyfi bir wagtyf 6ziinde
yayramagynyn dhtimallygyny azaldar. "Caknysyklar" henizem bolup biler we iberiji tarapyndan hig hili
tassyknama alynmasa, olar ¢ak edilyar. ACK alynmasa, stansiya tétdnleyin dowam edyar we prosesi gaytadan
gaytalayar.

802.11 MAC garguwalarynyf gurlugy name ?

Data Frame |L:'-_:’.‘I|-.‘|:;, |:"'"’i'g°rl Address 1 ] Address 2 | Address 3 | IE__':I | Address 4 | Frame Body ] FCS ]

Protocal T Fo M Par | M Prot
Frame Control  [ToecT spe T swome [ 1o [Tor | o | P [urmec] e | romme] O

Hedder o e e ek )

2 bits 2 bits. 4 bits 1 hit 1 bit 1 bit 1bit 1 bat 1 bit 1hbit 1 bit

MAL headar
A

r
Duration

b
ACK Frame [Tan | mo | Asesst [ res |
T S

2bytes 2 bytes B bytes 4 bytes

MAC maglumatlary we ACK garcuwalary, carguwa dolandyrys meydanynyn jikme-jiklikleri bilen bilelikde. Cegme:
Milli gurallar 2017-den alyndy;, injir. 6-8.

MAC car¢uwalarynyii li¢ gorniisi bar : maglumatlar, gézegcilik we dolandyrys. Difie maglumat
carcuwalarynda has yokary gatlak maglumatlary bar. Dolandyrys ¢carguwalaryna ACK, RTS, CTS,
Power Save Poll we s.m. giryir. Dolandyrys ¢argcuwalary stansiyalara AP-ni tapmaga we birikmége
komek edyér .

Framehli ramkalar carcuwanyn gorniisini we has jikme-jikliklerini kesgitleyan 2 baytlyk car¢uwa
dolandyrysy bilen baglayar . Ramhli ramkalar yalityslyklary yilize ¢ykarmak ii¢in ulanylyan 4
baytlyk carcuwany barlamak yzygiderliligi ( FCS ) bilen tamamlanyar . Carcuwany dolandyrmak ,
uzynlygy iiytgdp bilydn MAC sdzbagy diyilydn zadyn bir bolegidir . Maglumat carguwalary

iicin, MAC sbézbagy we FCS , LLC- den alnan MSDU téwereginde MAC gatlagy bilen

------

has ginisleyin maglumat onlayn gorniisde elyeterlidir.



http://www.rfwireless-world.com/Articles/WLAN-MAC-layer-protocol.html
http://www.rfwireless-world.com/Articles/WLAN-MAC-layer-protocol.html
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2.3.5 802.11 MAC asaky gatlak protokoly
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2.4 Tor gatlagy

2.4.1 Mesele

e Bukja iiytgetmesi sakla we ugrat

e Dasama gatlagyna edilydn hyzmatlar

e Baglanysyksyz hyzmat



e Birikmige goniikdirilen hyzmat

e Bukjany iiytgetmek

H2

O=t Amal P2
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— Amal P2

A-nyh tabeli
Bagda Sonra C-nin tabeli E-nin tabeli
A-l[al- Al A AiC
B:B||B!B B:A B:D
cicllecic C!- cic
D:B||D!B D:D D:D
EiC||E!B EVE E:-
F:C||FiB FIE Fi
P —



e Birikméige goniikdirilen hyzmat

H3

|— Amal P3

— Amal P2

A-nyn tabeli C-nin tabeli E-nif tabeli
Hit1|[cT1] [AaT1]|[et1] [ci1][FT1
H3i1||Ci2| |Ai2]||Ei2| |Ci2||Fi

Giris  Gykys

e Baglanmadyk VS. Baglanysyk goniikdirilen

Mowzuk Deytagrammanyn asaky | Wirtual zynjyryn asaky
tory tory

Zynjyry gurmak Gereksiz Gerekli

Salgylamak Her bukjada s/d-in doly Her bukjada gysga VC
salgysy bar belgisi bar

Status maglumatlary Birikdirmeler barada Her VC baglanysyk {i¢in
yagday maglumatlaryny marsrutizator tablisasyny
saklaman talap edyar;

Ugrykdyrma Her bukja 6zbasdak VC gurulyar, dhli bukjalar
ugrukdyrylyar ona evervarler

Routerdéki ndsazlyklaryn | Coken wagtynda yiten Ahli ge¢yin VC-ler;

tasiri

bukjalardan basga yok

Hyzmatyn hili

Kyn

Yeterlik ¢esmeler bar bolsa
ansat

Dyknysyklara gozegeilik

Kyn

Yeterlik cesmeler bar bolsa
ansat




2.4.2 In gysga yol algoritmi

B(2 A) C(9,8)
E (4, B)
A DD (o)
G (6, A) H (e.-) G (5,E) H(e.-)
(c) (d)
B (2 A) C(9,B) B (2, A) C (9, B)
E(4,B E(4,B
- (4,B)™\ — (4, B) ©. "
G (5. E) H (9. G) G (5. E) S H@EF)

(e) (f)

e Uzaklyk wektorynyn marsrutizasiyasy



J-den tize gak

—

Boutar edilyin gijikdirme
\ Kime A | H K 1 Liniya

A B C 0 Alo] l24} 120} [21] |8LA
Bl12| [36]| [31] [28 20| A

Clo2s 18 19 36 28| |

olaol 27 8| |24 20| H

c G E|14 7 30| [22 171 1

. H Fl23| [20] [19] [40 301
G[18]| [81] [6] [31 181 H

H[17| [20 0 19 12| H

| [21] [o] [14] [22] [d0]1

& o J e 11 7 10 L

M K L Kl2a| [22]| [22] [0 6K

) L{29] [33] [9 9 15| K

JA Jl JUH  JK J iigin

gijik. gijik. gijik. gijik. tize

8-dir 10-dyr 12.dir 6-dyr mars.

N tabeli

J-in dort g;ﬁ.-;usyndan
alnan wektorlar

(b)

o Uzaklyk wektorynyn marsrutizasiyasy (dowamy)

- Hemiselik hasaplamak meselesi

¢ >

Basglangyeg

1 liytgesmeden soni
2 liytgesmeden soi
3 liytgesmeden son
4 liytgesmeden son

- = o o e e
NN e el
W w e o o800
L e @ @ e @M



¢

Baslangye

1 lGytgesmeden soni
2 liytgesmeden son
3 liytgesmeden son
4 liytgesmeden sonf
5 lytgesmeden soni
6 iliytgesmeden son

N N W W —-em
(o s B e ) B« ) QR S S S S I W)
~N N wwwe O
(o e ) T o) U SN SO SN " Wy

A 0 A Inisializasiya
B D g
= 1 c
D D
E E
A
B
10 I
D
E @8

mo o mre
>

e Goniimel gonsular
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1

<moaow <mO oW <o a|w

W
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10 -
B C
i gonsylary
1
10
B

olg |- clo) z
[ < o | =
ABC_DE <ooaow = SRR oy | e | 0 b o
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o Gongsylaryn gonsylarynyn gonsylary — Durnukly konwergensiya

molo o>
Wlalw slio

A 10
B 0
c 1
D 11
E 13

e Gowy habar: Téze baglanysyk!

O m >
wlgle

m|o
(1Y e

10

10

mooom>kx
N o

0. >
N gy | w

m
%]

mooO o>

mooOom>

o |w

o NN

—_
wm

o NIN




e Gonsular bilyir

A NN O

moomN N O <m OO W

<o oo

_ — Mmoo N S ol = ]
=10 it el Kozl Rl

<ooOoow

< mloauw

= o

—_

& O

laryny biler — Durnukly

i gonisy
1
10
B

| g
S (2|™ ™ 4_0_133 vV..y
. [}
ABC_DE <|mooow =~ 043_13 40m133
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>= 7
nw <ooaow <mooWw
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e Erbet habar: Baglanysygyn durmagy (¢6kmegi)

A

B
A 0 C
B 4 D
C 3 1 D E
D 1

> m
‘ i (%]
—
=
N
<
\"/)
%)
w

] S

c 1

s DB ' =

E 3 B
c
D
=

e Goniimel ahyrky nokady biler



moomp>e
N DN W -

A 0
B 4
c 3 1 D
D 1
E 3 2
A 3
. B 3
10 Z c 2
A 10 / EDZ
o A E 0
B 0 S 2
c VN
o B C 75
E 13 B 5
C 0
D 2
E 2

e Marsrutizasiya aylawy (durnuksyz yagday maglumatlary sebipli)

Mmoo m>r
RN DN~ |-

mo o m>
W= WO
[a—

10

)
=
mo oo >

T .’A\, 4 \}
B 0 N 2
C 13 B N

®.

mooOm>
NN oo w

e Hemiselik hasaplamak

SINN N W




O m >
w oo

mooorx

o

i sl
U:l‘)’ m O
o‘g W =
el
.;’.>
[a—

4\,/’\_>

NSO N WD

C 13
D 11 B C A 3
E 13 B 9
cC 0
D 2
E 2
e Gaytadan durnykly
A 1
B 11
A 0 c 2
B 10 D 0O
C 3 I D
D 1
E 3 2
10
A0 :
£ A 8 /\/}
B 0 2.5 2
C 13 e
D 11 B C A 3
E 13 B 13
C 0
D 2
E 2

2.4.3 Birikdirilis yagdayynyn marsrutizasiyasy
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Her bir marsrutizator (router) asakdakylary yerine yetirmelidir:

Gongsularyny tapmak we tor salgylaryny 6wrenmek
Gotsularynyn hersinin gijd galmagyny ya-da bahasyny 6lgemek
Tdze Owrenen zatlarynyn dhlisi diisiindiryan bukja doretmek

Bu bukjany beyleki marsrutizatorlara (routerlere) ibermek

Beyleki marsrutizatorlara (routerlere) gidyan in gysga yoly hasaplamak



2.4.4 Birikdirilis yagdayynyn marsrutizasiyasy (Dowamy)

Ginbatar Glndogar

Baglanysyk Y i Bukjalar
B 2 C glanysy Yagday J

A B C D E

Seq. Seq. Seq. Seq. Seq.

Age Age Age Age Age

B|4 Al4 B|2 C|3 Al|lS

E|S5 Cl|2 D|3 F|7 Cl1

F|6 E|1 F|8

(a) (b)
Baydaklary iber ACK baydaklary
Cesme Ter. Yas A {; |‘= ﬁr\ (JL; ;r Maglumat

A 21 60 o(1|1|1|01|0
F 21 60 1|]1]0]|0]|0]|1
E 21 59 o(1|0|1]|0|1
Cc 20 60 1|01 ]0|1]0
D 21 59 1100|011




2.4.5 Iyerarhiki marsrutizasiya

1A lgin doly tablisa 1A (igin iyerarhiki tablisa

Dest. Line Hops Dest. Line Hops
Al - | - [ - T -
1B| 1B 1 iB| 1B 1
iC| 1C 1 ic| 1C 1
2A1 1B 2 21 1B 2
2B| 1B 3 3| 1C 2
2C| 1B 3 4| 1C 3
2D| 1B 4 5| 1C <
3a| 1C 3
aB| 1C 2
N b 20 - 4A| 1C 3
= e ~~3E- 48| 1C 4
Zolak 3 Zolak4 Zolak4 T 2
5A| 1C 4
EB| 1C 5
5C| 1B 5
5D| 1C (5]
5E| 1C 5

(a) (b) (c)

2.4.6 Ad Hoc torlarynda marsrutizasiya

e Routerler ykjam bolanda miimKkincilikler:

e Sowes meydanyndaky harby ulaglar

- Infrastruktura yok;

e Denizdéki gdmilerin floty

- Hemmesi hemise hereket edyar

e Yer titremesinde gyssagly komek isleri

- Infrastruktura weyran boldy

e Notebook kompyuterleri bolan adamlaryn yygnanysygy
- 802.11 yetmezgilik edyin sebitde



2.4.7 Ad Hoc torlarynda marsrutizasiya: Marsrut tapylmagy

A-nynh yaylym
aralygy

2.4.8 Ad Hoc torlarynda marsrutizasiya: Marsrut hyzmaty

Indiki Isieh  Beyleki

Baryer. pgkig  Aralyk  gohs. meydanlar

A A 1 F,G

B B 1 F,G

C B 2 F

E G 2

F F 1 A, B

G G 1 A, B

H F 2 A B

| G 2 A, B

(a) (b)
25B-1IP

2.5.1 Internet protokoly

o [Pv4 sozbasy



Gorniis IHL Hyzm. gorn. Jemi uzynlyk
Sahsyyet DI Bélek ofsetleri
Yagay. wagty Protokol Bag sozbagy

Cesme salgysy

Barmaly salgysy

I L
1]

Gornusgler (0 ya-da has kop s6z)

i

LB

o IPv4 we IPv6 sozbasy

IPv4 sozbasy

Tatal Length

THL Ty ol Sarice

Fragmuent
Offaat

Identificaticn F]lg"

Tima to Live Pratocal Hoadar Chocksum

Padding

- IPvd-den IPv6-a ¢enli domen ady
- IPvb-da gegirilmedik meydanlar
- IPvb-da ady we yeri iiytgedi

- IPv6-da tize domen

(] ] |8

o Kabir IP gorniisleri

IPv6 sozbasy

Payload Length

Cesme salgysy

Barmaly salgysy

Gorniisleri

Diisiindiris

Howpsuzlyk

Maglumat bazasynyn ndderejede
gizlinligini kesgitleyar

Pugta cesme marsrutizasiyasy

Baryljak doly yoluny beryar

Cesmanin marsrutizasiyasy

Gegirilmeli dil marsrutlaryin sanawyny
beryar

Marsruty saklai

Her bir marsrutizatoryn (router) IP
adresini gosmagyny lipjiin edyar




Wagt belgisi

Her bir marsrutizatoryn salgysyny we
wagt belgisini gosmagyny iipjiin edyar

o [P salgylary

- 32 bit 2
I il Eed FHS [l fiRE [ | A T N N Y [ | | | Y O N | I ol el RSt [l FLELE S | I
Topar Host salgylarynyn aralygy
1.0.00to0
A |0 Tor Host 127.255.255.255
128.0.00to
B |10 Tor Host 191.255.255.255
192.0.0.
c | 110 Tor Host 225255255255
2 o 22400010
D | 1110 Kop belgili salgy 239.255.255.255
E 1111 Geljekde ulanmak lgin saklanyar gg-g.ﬁuﬁ.ﬂggoﬁ 055

e [P salgylary (Dowamy)

‘ooononcooocooooouooooooouuuooacc‘guHosg

‘0 0 00| Host ‘Bu tordaky Host
‘11111111111111111111111111111111‘\"erliulg.vawym
‘ Tor | 1141 1941 ‘Uz. ara. yaylym

2 (Islendik zat) | Y2y dénils

e Tor ID we Host ID




- IP adresinin sol bir subnet bolegi bilen enjam interfeysleri

No. Bit 7 « 24 >
Topar A H Tor Host Host Host
TG0 T O I
1288132199 4 2
o+ 14 > A 16 »
ToparB |10 Tor Hast Hoet
4 21 » g F—

10.0.01

{255,255.255.0)

&

Host A

Host C |

1011

{255.255.255.0)

IP salgylary: Subnetler (asaky torlar)

IP salgy:

Subnet boliimi (yokary derejeli bitler)

Host boliimi (pes derejeli bitler)

Subnet nidme?

10.00.2
[255.255.255.0)

J HostB

Switch

10.0.0.254
(255.255.255.0)

Routar

10.1.1.254
[255.255.255.0)

Switch

‘ HostD

10.1.1.2

(255.255.255.0)

- Marsrutizatoryn pdsgel bermezden fiziki taydan biri-birine yetip biler

11



e [P salgylary: Subnetler (asaky torlar) (Dowamy)

223.1.1.2

223.1.1.15 .

223.11.1.3

223.1.9.4

223.1.9.1
223.1.8.1

e [P salgylama: CIDR

e CIDR: Toparsyz domenler arasy marsrutizasiya

- Islege bagly uzynlyk salgysynyn asaky bolegi



- Salgy formaty
- ab.cd/x,
- Buyerde x, # salgynyn asaky tor bolegindéki bitlerdir

208.130.29.33

11010000.10000010.00011101/00100001]
. MGl
2081280011 |
. Awtomatlagdyrys deriiew ulgamiary
208,130 28 022
ARS umumy serwerler
T HE 1302901
www.freesoft.org
208130293351

10.10.1.32

00001010.00001010.00000001.001
27 bit

00000

d

10.10.1.44, 10.10.1.32/27 bilen gabat gelyar

00001010.00001010.00000001.001

-

emma 10.10.1.90 dal!

rﬁﬂﬂﬂlﬂlﬂ.Dﬂﬂﬂlﬁlﬂ.ﬂﬂﬁﬂﬂﬂﬂl.ﬂl 011010

e Subnet doretmek
- Sorag: Tor, IP salgysynyii subnet boliimini nadip alyar?

- Jogap: Upjiin ediji ISS-sinif salgy meydanynyi béliinen bolegini alyar.



SRR g 11001000 00010111 00010000 00000000 200.23.16.0/23
Gurama 1 11001000 00010111 00010010 Q0000000 200.23.18.0/23
11001000 00010111 00010100 00000000 200.23.20.0/23

Gurama 2

Gurama 7 11001000 00010111 00011110 00000000 200.23.30.0/23

e Subnet doretmek (dowamy)

Gurama 0
200.23.16.0/23
HERIRE \ “Mafa 200.23.16.0/20
200.23.18.0/23 bilen baglayan
Gurama 2 | salgylary ugrat”

200.23.200/23 . Fly-By-Night-ISP \\\)
. o Int t
Gurama 7 i / P
200.23.300/23 et

ISPs-R-Us "Mana 199.31.0.0/16
bilen baglayan

/ salgylary ugrat”

o NAT (Tor salgysynyn terjimesi)



& _Internetin | Yerli tor (mes. Oy '
galany tory) 10.0.0/24

__ 10004

We'os) @ 10002

138.76.29.7

Yerli tordan gyki-'Jn ahli ; =
maglumatlar diagrammalarynda Stnrtaky cegmeya-£a Myslenen

birmefhzes tak cesmeli NAT IP maglumatlar gyzgylarynda cesme,
adresi bar: 138.76.29.7, diirli barmaly yer (adaty bolsy yaly) tigin
cesme port belgileri 10.0.0/24 salgysy bar

e NAT (dowamy)

Motiwasiya

e yerli tor dagarky diinyé barada dinie bir IP salgysyny ulanyar

e [SP-den salgylaryn diapazonyny bolmek zerurlygy yok: - dhli enjamlar {i¢in ditle
bir IP salgysy ulanylyar

e dasarky diinyd habar bermezden yerli tordaky enjamlaryn salgylaryny tiytgedip
biler

e yerli ulgamdaky enjamlaryn salgylaryny tiytgetmén ISP-n1 iiytgedip biler

e yerli torun i¢indéki ag-acan ¢oziilip bilinmeyén, dasarky diinyd goriinyén enjamlar

(howpsuzlyk gosmaca)

Programma: NAT marsrutizatory su asakdakylary yerine yetirer:
e cykyan datagrammalar: her ¢ykyan datagrammanyn (¢cesme IP salgysy, port #)
yerine (NAT IP salgysy, tdze port #)
e uzakdaky miisderiler / serwerler, barjak salgysy hokmiinde (NAT IP salgysy, tdze
port #) ulanyp jogap beryarler
e (NAT terjime tablisasynda) her (cesme IP salgysy, port #) - (NAT IP salgysy, tize
port #) terjime jiibiitini yadynyzda saklan



e (Gelyan datagrammalar: her bir gelydn maglumatlar c¢yzgylaryn kesgitlenen

meydanlaryny (NAT IP salgysy, tize port #) NAT tablisasynda saklanyan degisli

(cesme IP salgysy, port #) bilen calysyn.

2: NAT margrutizatory

NAT terjime tablisasy

datagram gegmesinin
salgysyny 10.0.0.1,
3345.den 138.76.29.7,
5001 -e iiytgedyar,

VWAN tarap salgysy
138.76.29.7,5001 | 10.0.0.1, 3345

e (R 1: Host 10.0.0.1,
LAN tar. sal. 128.119.40.186 .80-e
- datagram iberyar

tazelenmeler tablisasy

t
)

5:138.76.29.7 5001
D: 128.119.40.186, 80

5:10.0.0.1, 3345

b: 128.119.40.186. 80 ] ‘@)
i : - 001

10004
K

¥
138.76.29.7

" 5:128119.40186.80 | 3"\,
B RATE20.7, 2001 |

J: Jogap, barjak salgysy:
138.76.29.7, 5001

=

1)
PR |

@ 10002
@ 1000.3

]

=

1/ =

' 5:128.119.40.186 80 | 4_J
, D:10.0.0.1, 3345 /

4: NAT margrutizatory
datagram maksat salgysyny
138.76.29.7,5001-den
10.0.0.1,3345-e iytgedyar

e ICMP (Internet Dolandyrys Habar Protokoly)

Habaryn gorniisi

Diisiindirisi

Baryp bolmayan yer

Bukjany eltip bolmayar

Wagt gutardy

Meydana urmagyn wagty 0-a yetdi

Parametr meselesi

Néadogry sozbasy meydany

Cesmani sondiirmek

Sok bukjasy

Gaytadan goniikdirmek Marsrutizator geografiya barada maglumat
bermek
Eho talaby Bir enjamyi yasap, yasamadygyny sorai

Eho jogaby

Hawa, men yasayaryn




Wagt belgisi talaby

Eho talaby bilen birmenzes, yone wagt

belligi bilen

Wagt belgisine jogaby

Eho jogaby bilen birmenzes, yone wagt

belligi bilen

e ARP- Salgy cozmek protokoly

e
CS marsrutizatorynyf E EE marsrutizatorynyf
2 |P adresi bar = 2 IP adresi bar
192.31.604, ', 192.31.60.7
192.31.65.1 192.31.63.3
192.31@.? 192.31.65.5 193}31.63.8
nin B [
E1 E2 E3 E4 E5 =ipammat
salgylary
CS Ethernet Kampus FDDI EE Ethernet
192.31.65.0 halkasy 192.31.63.0
182.31.60.0
e DHCP - Dinamiki Host konfigurasiyasy protokoly
IP salgysyny
gbzleyan taze DHCP
avyianhion DHC;F/QEC'E' Beyleki torlar Router serweri
0
% J ™ —_
DHCP paketini DHCP relesinden DHCP

tapyar (yaylym)

serwerine Unicast bukjasy




2.5.2 Marsrutizasiya protokollary

e RIP (Marsrutizasiya maglumat protokoly)

«—> —

Routing Table Routing Table Routing Table
10.1.00[fa0l0| 0 10.2.0.0[s0/0/0] © 10.3.0.0[s0/0/0] ©
10.2.0.0{s0/0/0] 0 10.3.0.0[s0/0/1| © 10.4.0.0| fa0i0| ©
10.3.0.0 [s0/0/0| 1 10.4.0.0s0/011| 1 10.2.0.0 [s0/0/0] 1
10.400(s00/0 2 10.1.0.0 |s0/0/0] 1 10.1.0.0s0/0/0] "2

e IGRP (icki slyuz marsrutizasiya protokoly)

- Her bir yol ii¢in gecirijilik ginligi, gija galmak, yiiklemek we ygtybarlylyk degisli

bolmak bilen birnédge dlgegleri goldayar.

e OSPF (ilki bilen ini gysga yoly acmak)

- Baglanysyk yagdayynyn marsrutizasiya protokoly



ASBR2

BGP (Serhet slyuz protokoly)

BGP, her AS-e asakdakylaryni bir yolyny iipjlin edyair:

Gongy AS-lerden subnet elyeterliligi barada maglumat almak

Elyeterlilik maglumatlary AS-daky dhli marsrutizatorlara yayratmak

Elyeterlilik maglumatlaryna we syyasatyna layyklykda subnetlere gidyédn "gowy"

ugurlary kesgitlemek

Subnetin barlygyny internetint galan bolegine milim etmegine rugsat beryér: "Men

barde".

BGP (dowamy)



— = — — eBGP sessiyasy

.............. iBGP sessiyasy
2.6 Dasamaklyk gatlagy
2.6.1 Giris
o Geciris gatlagy ahyrky gatlak
Programma Programma
Gegirme - - - - - - - - - - - - = - - - = - Gecgirme
Internet Internet Internet Internet
Host-dan tora Host-dan tora Host-dan tora Host-dan tora

1 i 3 lT F)

e TPDU (Geciris protokoly maglumat birligi)



Gatla

Garcuwa Bukja TPDU
sozbasy sbzbasy sozbasy
i
4 >
.
TPDU yiiki
- Bukja yiiki
- Garcuwa yuki
e Baglanysygy gurnamak
Host 1 Hast 2 Host 1 Host 2

k

-

6‘\
S\

Amal
sernwe

.
[ ]
L ]
L ]

-

[
1

[T
¥
{1

]

e Gegciris hyzmatynyn primitiwleri

Primitiwi Bukja ibermek Manysy
LISTEN - Kébir amal birikmége
synanysyanga blokirlan
CONNECT CONNECTION RE Q. Baglanysyk gurmaga isjen
synanysyn
SEND DATA Maglumat ibermek




RECEIVE - DATA bukja gelyédnga
blokirlan
DISCONNECT DISCONNECTION REQ. |Bu tarap birikdirméni

kesmek isleyar

e Protokol bukjalary

Diawiin
J Programma
fﬁx
AP . - i
Iy Taze ahyr!qr_ r!nkady dnred?ar‘. gecirig
— gatlagynyi icinde tabel iigin yer balyar
Soket
interfeysi
Ix""__' Programmany kesgitlemek (port #)
=
Gegirme
Tor L | Diiwiini kesgitleyar l
Maglumat baglanysygy -
) ——|_Carcuwalar_
NA

‘ L __NIC kart: NIC kart salgysy bilen kesgitlenjar

2.6.2 Boleklere bolme (Socket)

e Ulanyjy programmasy bilen TCP / IP protokol toplumynyn arasynda aragatnasyk

gurmak tlicin doredilen programma tipjiingiligi interfeysi.

- Kitaphana funksiyasynyn ¢agyryslary toplumy tarapyndan yerine yetirilyar.
- Soket programmanyii i¢cinddki maglumat gurlusydyr.

- Miisderi we serwer programmalarynyn ikisi hem jiibiit soket arkaly habarlagyarlar.
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e TCP Miisderi / Serwer

Server
e sock init() — Soketi doretmek
e bind() — Porty ulgam bulen yazga almak
e listen() — Miisderi birikdirmesini gurnamak
e accept() — Miisderi birikdirmesini kabul etmek
e read/write — Maglumat okamak/yazmak

e close() — Yapmak

Miisderi
e sock init () — Soketi doretmek
e connect() — Birikdirmek
e write/read — Maglumat okamak/yazmak

e close() — Yapmak
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e Serwerin soket baradaky maglumatlary

SERWER

Soket doret

v

Porty rozetka
bilen baglan

r
Gelyan birik.
diilan

Gelyan baglan.
kabul edii
|

v

Baglanys.
okan

|

h 4
Baglanys.

waTwhn

SERWER

Soket doret

h 4
Porty rozetka
bilen baglan

v MUSDERI
Gelyan birtkm. "
| =X ‘ Sok&t|doret |
v v
Gelyan birikm. | , Serwerin portuna
kabul edin birikdirin

b 4 h 4
_Eaglanysykdan = Birikdirme tigin

okan _yazynh 1
' aylaw
S \ 4 . v 2
sl ﬁaglavnysykdan > Eag!anygykdan e
Lyazyn | _okan -
- Baglanysyagy yapyi _|

int socket(int domain, int type, int protocol)
sockfd = socket{PF_INET, SOCK_STREAM, 0);

int bind(int sockfd, struct sockaddr *server_addr, socklen_t length)

bind{sockfd, &server, sizeof{server)),

int listen( int sockfd, int num_queued_requests)

listen{ sockfd, 5);

int accept(int sockfd, struct sockaddr *incoming_address, socklen_t length)
newfd = accept(sockfd, &client, sizeof(client)); /* BLOCKS */

int read(int sockfd, void * buffer, size_t buffer_size)

read(newfd, buffer, sizeof(buffer));

int write(int sockfd, void * buffer, size_t buffer_size)

write(newfd, buffer, sizeof(buffer));



e Miisderinin soket baradaky maglumatlary
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int socket(int domain, int type, int protocol)
sockfd = socket(PF_INET, SOCK_STREAM, 0);

int connect{int sockfd, struct sockaddr *server_address, socklen_t length)
connect(sockfd, &server, sizeof(server));

int write(int sockfd, void * buffer, size_t buffer_size)
write(sockfd, buffer, sizeof(buffer));

int read(int sockfd, void * buffer, size_t buffer_size)
read(sockfd, buffer, sizeof(buffer));

2.6.3 UDP miisderileri we serwerleri

e Baglanysyksyz miisderiler we serwerler soket doredyarler

- SOCK STREAM yerine SOCK DGRAM ulanmak

e Baglanysyksyz serwerler dilleme() ya-da kabul etme() c¢agyrysyny yerine

yetirmeyar, ayratyn hem birikme() ¢agyrysyny yerine yetirmeyar

e Baglanysyksyz aragatnasygyn dowamly baglanysygy yoklugy sebépli, her cagyrys

bilen barjak salgynyzy kesgitlemége miimkingilik beryan birnédce usul bar:

- sendto(sock, buffer, buflen, flags, to addr, tolen);

- recvfrom(sock, buffer, buflen, flags, from addr, fromlen)

2.64 TCP

e Baglanysyk goniikdirilen.
- Doly dupleks

- TCP hyzmatlary



e Ygtybarly ulag
- Akymlara gozeggilik
- Dyknysyklara gozegeilik

e TCP sozbasy

0 16

16 bit gegme port belgisi 16 bit barmaly portynyi belgisi

32 bit yzygiderlilik belgisi

32 bitlik tassyklama belgisi

4 bit Atiyag. U
sozbasynyn | sak. R
uzynlygy (6 bit) G

-0
v

R
S|yl 16 bit pinjire ululygy
I

20 bayt

16 bit TCP dpjungilik jemi 16 hit gyssagly gorkeziji

Gorniigler (bar bolsa)

Maglumatlar (bar bolsa)

e TCP birikmesini gurnamak

e Ug taraplayyn Handshaking (ellesmeklik)

Isjen gatnasgyjy Passiw gatnagyjy
(miigderi) (serwer)




e TCP birikmesini yapmak

e Dort taraplayyn Handshaking (ellesmeklik)

e Miisderi — TCP FIN dolandyrys segmentini serwere iberyir

e Serwer — FIN alyar, ACK bilen jogap berydr, baglanysygy yapyar, FIN iberyar
e Miisderi — FIN alyar, ACK bilen jogap beryér

e Serwer — ACK alyar. Baglanysygy yapyar

e Ujypsyz liytgesme bilen bir wagtda FIN-leri dolandyryp biler

@ miisderi serwer @

Yapyk
FIN
cw :
5 Yapyk
g PN
E :
5
E‘ —
= Ack
- ;
E Yapyk
%
=
Yapyk

o TCP geciris syyasaty
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Akymlara gozegcilik we dyknysyklara gozegcilik

Torda, kopleng ¢cesméninl subnete trafik iberip biljek tizligini ¢dklendirmek

islenyar.

Iki diirli faktor ¢esménint maglumatlary ibermegin tizligini ¢iklendirip biler.
Akymlara gozeggilik
Dyknysyklara gozegeilik

Yuwas baslatmak
Ilkinji CW =1

Her ACK-dan son CW + =1

Su wagta ¢enli dowam edin



- Yitgiler bolyar OR

- CW> hayal baslatmak bosagasy

e Dyknysygyn 0niini almak {i¢in hereket edini

e Yitgini anyklasak, CW-ni

iki bolege boliin

e RTT-de penjirdnin ululygynyn calt artmagy

«—RTF*

A

. bir sekment

e

ibereji

iki sekment

e,

e Dyknysykdan gaca durmak

Until (loss) {

}

after CW packets ACKed:
CW+=1;

ssthresh = CW/2;

Depending on loss type:

SACK/Fast Retransmit:
CW/= 2; continue;

Coarse grained timeout:



CW = 1; go to slow start.
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Gegirijilerin sany

Lossesitgiler nihili 6wezini dolyar?

Uly Taym-aut

Iberiji belli bir wagtdan soin ACK almayar

Waka gaytadan iberis Taym-aut (RTO) diyilyar

RTO bahasy takmynan gidis-gelis wagtyna (RTT) esaslanyar

RTT ekspensial agramly hereketi ulanyp wagtyn gegmegi bilen ortaca sazlanyar

RTT = (1-x) * RTT + (x) * nusga
(x adatga 0,1 bolyar)
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Yiten ACK ssenariya

Calt gaytadan iberis
Alyjy N-e garasyar, N+1 al}'/ar

Bu yerde ACK-lary gijikdirmeyaér!
Soniky her bukja ii¢in (N dél) iki gezek ACK ibermegi dowam etdiryér

Iberiji 3 sany dublikat ACK alyar:

N-nin yitendigine we gaytadan iberendigine goz yetiryar

3 hatar bukjalar yalityslyk bilen calt iberilmezligi iicin tétdnleyin saylanyar
Doly RTT garasmagyii gereksizligi sebipli “calt” diyip atlandyrylyar
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) }

e TCP birikmesini dolandyrys modeller

Diizgiinleri Diisiindiris

CLOSED Hig hili isjent ya-da garasyan baglanysyk
vok

LISTEN Serwer gelyin ¢agyrysa garasyar

SYN RCVD Baglanysyk talaby geldi; ACK ii¢in
garasyn

SYN SENT Programma bir baglanysygy agmaga
baglady

ESTABLISHED Adaty maglumat geciris yagdayy

FIN WAIT 1 Programmanyn gutarandygyny avtdy

FIN WAIT 2 Bevleki tarap bosatmagy kabul etdi

TIMED WAIT Ahli bukjalaryi yapulmagyna garasyi

CLOSING Iki tarap hem bir wagtda yapmaga
synanysdy

CLOSE WAIT Bevyleki tarap erkinligi baslatdy

LAST ACK Ahli bukjalary yapylmagyna garasyn
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2.7 Programma gatlagy

2.7.1 Belli birikdirilis porty

20 TEP FTP-Data 79 TCP Finger
21 TCP FTP-Control 80 TCP/UDP HTTP
22 TeP SSH 110 TCP POP3
23 TCP Telnet 119 TCP NNTP
25 TEP SMTP 139 TCP NetBIOS
53 TCP/UDP | DNS 143 TCP IMAP4
69 UDP TFTP 161 uoeP SNMP
70 TCP Gopher 443 TcP HTTPS
2.7.2 Binagirlige umumy garayys
. . abcd.com ¥YZ.com
Migderi serweri serweri
Brauzer tarapyndan
gorkezilen hazirki
zahypa = —
* = ==
""'I‘ Abed.com
giper bagl. i ” XYZ.Com .1
] _L— giper bagk—ta, "

h

o— TCP birikmesi
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Brauzer
programmasy

Internet

-~ \Web

sSenner




2.7.3 URL-ler — Birmeiizes ¢isme yerlerini kesgitleyjiler

ADY ULANYLYAR MYSAL
http Hypertext (HTML) | http://www.cs.vu.nl/~ast/
ftp FTP ftp://ftp.cs.vu.nl/pub/minix’README
file Local file file:///usr/suzanne/prog.c
news Newsgroup News:comp.o0s.minix
news News article news:AA0134223112@cs.utah.edu
gopher | Gopher gopher://gopher.tc.umn.edu/11/Libraries
mailto Sending e-mail mailto:JohnUser@acm.org
telnet Remote login telnet://www.w3.0rg:80

2.7.4 HTTP usullary

Usul Diisiindiris
GET Web sahypasyny okamak talaby
HEAD Web sahypasynyn sdzbasysyny okamak talaby
PUT Web sahypasyny saklamak talaby
POST Ady berlen ¢esmé gosun (meselem, web sahypasy)
DELETE Web sahypasyny ayyrmak
TRACE Gelvin talaby gatlamak
CONNECT Geljekde ulanmak iicin saklamak
OPTIONS Kabir gorniisleri soramak

2.7.5 HTTP yagday kody

Kody Manysy Mysallar

1xx Maglumat 100 = serwer miisderinin talabyny yerine
vetirméige kabul edyar

2XX Ustiinlik 200 = talaby iistlinlikli boldy; 204 = mazmun yok

3xx Gaytadan goniikdirme | 301 = sahypa gociirildi; 304 = kes gegirilen sahypa
henizem hereket edyar

4xXxX Miisderinin yalityslygy | 403 = gadagan sahypa; 404 = sahypa tapylmady

5xx Serwerin yalnyslygy 500 = igerki serwer yaliiyslygy; 503 = soiirak
synanysyn




2.7.6 HTTP habar sozbasylary

Sozbasy Gorniisi Mazmuny
User-Agent Talap Brauzer we onun platformasy barada maglumat
Accept Talap Miisderinint dolandyryp biljek sahypalarynyn
o0rniisi
Accept-Charset Talap Miisderi licin kabul edilyan alamat toplumlary
Accept-Encoding | Talap Miisderinin alyp bilydn sahypa kodlamalary
Accept-Language | Talap Miisderiniii ulanyp biljek tebigy dilleri
Host Talap Serwerinn DNS ady
Authorization Talap Miisderinin sahsyvet maglumatlarynyn sanawy
Cookie Talap On sazlanylan gutapjygy serwere iberyar;
Date Ikisi hem Habaryn iberilen senesi we wagty;
Upgrade Ikisi hem Iberijinin gegmek isleyin teswirnamasy;
Server Garsylyk Serwer hakda maglumat;
2.7.7 HTML
Bellik Diistiindiris

<html> ... </html>

Web sahypasynyn HTML bilen yazyljakdygyny yglan
edyar

<head> ... </head>

Sahypanyn basyny kesgitleyar

<title> ... </title>

Sozbasyny kesgitlevar (sahypada gorkezilmeyar)

<body> ... </body>

Sahypanyn korpusyny kesgitleyar

<h rr> ... </hr?>

N derejeli s6zbasy kesgitleyar

<b> ... </b>

Goyy gorniisde .... sazlayar

<i>.. </i>

Gytak gorniisde ... sazlayar

<center> ... </center>

Merkez ... sahypada keseligine

<ul> ... <hul>

Tertipsiz (madda belgili) bir sanawy gosa dyrnakda
vazyar

<ol> ... </ol>

Sanly sanawy gosa dyrnagyn icinde yazyar

<li> Sanaw elementini baslanyar (yok </1i>);
<br> Bu yerde bir setiri kesmige mejbur edyar
<pP> Abzas baslatyar

<hr> Gorizontal diizgiin girizyar

<img src="..."> Bu verde sekil gorkezyar

<a href="..."> ... </a> Gipersalgy kesgitleyar




